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Abstract: It has been more than half a century since the concept 

of Cybersecurity Operation Center (SOC) made its way into 
publication in 1980. Throughout these years there have been many 
developments in the computing sciences and other fields that use 
the same acronym SOC. In this paper the infant days of the 
internet and other areas that are using the acronym SOC are 
discussed. The integration of Cybersecurity Operation Center to 
every sector is inevitable, and the usage of search engines is 
growing. In order to promote better communication and clarity, it 
is recommendable to use CyOC as acronym (instead of SOC) for 
Cybersecurity Operation Center.  
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1. Introduction 
Professor Leonard Kleinrock, the internet architect, together 

with his team sent the first internet message from the University 
of California, Los Angeles (UCLA) to the Stanford Research 
Institute on Oct. 29, 1969 [1]. On one of his interviews 
published on [2] he discussed about the press release in 1969 at 
UCLA regarding their achievement. He envisioned that it 
would be one day possible to access computer services from our 
homes, just like the way we access electricity and telephone 
connectivity. However, he did not expect that the access will be 
as he had observed and thus, he exclaimed, “I never anticipated 
that my 99-year-old mother would use the Internet at the same 
time that my 5-year-old granddaughter was—and indeed she 
did!” He did not mention anything about security at that time, 
perhaps because he did not imagine the security impact of his 
invention. After the achievement of this milestone, the internet 
became a core research area, especially in the United States 
Department of Defense (DoD). 

As the internet developed, it also brought different 
challenges, and computer security is one of them. Computer 
security became a concern as early as 1972, which can be traced 
to the publication of James P. Anderson [3]. In 1980, Anderson 
in his paper [4] explained in detail the lack of security in the 
hardware, software systems and applications of that time. He 
proposed the importance of computer threat monitoring and 
surveillance system: this can be considered as the birth of 
Cybersecurity Operation Center (SOC).  

There is no clear documentation that shows when the 
acronym SOC first appeared in publication, but one of the  

 
notable things that is repeatedly mentioned in Anderson’s paper 
[4] is the term “Security Officer.” The “Security Officer” is 
described as a person responsible for securing the computer and 
network system. Since Anderson’s team are the early explorers 
of the area, most probably the acronym also emerged from their 
research group. 

2. Proposal 
It has been more than half a century since the concept of 

Cybersecurity Operation Center (SOC) made its way into 
publication in 1980. Throughout these years there have been 
many developments in the computing sciences and other fields 
that use the same acronym SOC. Some which appeared in 
scientific literature and other forms of publications are: 

• System on Chip (SOC) [5] 
• Service-oriented Computing (SOC) [6] 
• Selectable Output Control (SOC) [7] 

We are witnessing the rapid integration of Information 
Technology in our daily lives and in all sectors, and it is logical 
to say that the principle of Cybersecurity Operation Center will 
also be integrated in every sector. As mentioned, the acronym 
SOC describes many other concepts apart from Cybersecurity 
Operation Center. Moreover, the internet community use search 
engines to learn about any topic under the sun, and the acronym 
SOC is not differentiated by search engines. If one searches for 
SOC, search engines can give results that are related to “System 
on Chip,” “Service-oriented Computing,” “Selectable Output 
Control,” or “Cybersecurity Operation Center.” Therefore, for 
better communication and clarity, it is recommendable to use 
CyOC for Cybersecurity Operation Center, instead of SOC. 

The acronym CyOC was used for the first time in 2018, when 
NATO member states agreed on how to integrate sovereign 
cyber effects, provided voluntarily by Allies, into Alliance 
operations and missions, as well as to setup the initial 
Cyberspace Operations Centre [8].  

Google trends was used to observe the comparison of the 
search trends of the two terms, “Cybersecurity Operation 
Center” and “System on Chip,” from January 30, 2020 until the 
preparation of this research. As shown in Figure 1, the latter one 
is the most searched term during the selected period. The search 
trend of “SOC” using Google trends was also observed. As 
shown in Figure 2, the result speaks louder that the search trend 
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of the “SOC” is more than the combined search trends of 
“Cybersecurity Operation Center” and “System on Chip”. 

 

 
Fig. 1.  Search trends for Cyber Security Operation Center and System on 

Chip 
 

 
Fig. 2.  Search trends for SOC 

3. Conclusion 
The acronym SOC will continually be used in different fields 

other than the Computing Sciences, and it may even be used in 

fields which will be invented in the future. The integration of 
Cybersecurity Operation Center to every sector is inevitable, 
and the usage of search engines will continue to grow. 
Therefore, for better communication and clarity for the internet 
community and for the search engines, it is recommendable to 
use CyOC instead of SOC as an acronym for Cybersecurity 
Operation Center. 
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