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Abstract: Ensuring the safety of hazardous material 

transportation is essential. Many previous works have made 

efforts in designing preventive measures to avoid disastrous 

accidents, such as through careful route planning and strict 

regulatory requirements. However, there are also external 

hazards of human aspects for hazardous material transportation 

– for example, the terrorism. Since 9/11, terrorism has become an 

ongoing hot-button issue worldwide. Due to the very nature of 

hazardous materials transport vehicles, once these vehicles are 

targeted by terrorism, they become a tool for destroying cities, 

governments, and societies. Some past works have discussed the 

assessment and the avoidance of terrorist attacks for hazardous 

material transportation theoretically, we hereby present our 

solution that directly monitors and detects driver assaulting & 

attacks event using on-board cameras and computer vision 

techniques. In this work, we summarized the related techniques 

that can be applied to the detection and assessment of assaulting 

& attacks event, and provide insights into how the detection and 

assessment can promote the safety of transportation and a larger 

group of population.  

 

Keywords: computer vision, hazardous material transportation, 

tourism.   

1. Introduction 

The transport of hazardous materials (Hazmats) plays an 

essential role in the functioning of cities and society [1]. 

Hazardous materials, which are toxic, corrosive, explosive, 

flammable, and combustible, are often highly susceptible to 

significant hazards in a traffic accident involving transport 

vehicles. Therefore, generally, only those who have been 

strictly audited by the relevant state authorities and have the 

appropriate facilities and equipment to ensure the safe 

transportation of hazardous materials are qualified to carry out 

the transportation of hazardous material [2]. A range of 

measures needs to be applied to ensure the safety of hazardous 

material transport, which has been explored in many past 

studies [3]–[6]. 

For regulatory authorities, vehicles have to be registered with 

the relevant authorities, the vehicles transporting hazmats have 

to have their exhausts treated accordingly, they have to be fitted 

with spark-proof devices, vehicles have to be equipped with 

GPS systems, and complete monitoring of the transport process,  

 

equipped with reliable safety facilities such as crash beams and 

anti-static, and vehicles have to be equipped with anti-toxic and 

anti-corrosion type masks as well as medical first aid. The 

driver should have a hazardous materials transport 

qualification, material driving habits, and take adequate 

measures to deal with unexpected situations. The requirements 

for transport companies are a license to engage in the transport 

of hazardous materials by road, special vehicles for the 

transport of hazardous material, drivers with qualifications, 

loading and unloading managers, escorts, etc., and the 

necessary communication tools for the transport of hazardous 

materials, and a sound management system for safety operation 

[4], [7]. All these measures can guarantee the safety of the 

transportation of hazardous material to a certain extent. 

However, in addition to the safety measures mentioned 

above, one factor that has always existed and is gaining more 

and more attention - terrorist attacks - is also a potential factor 

affecting the safety of hazardous materials transportation. Since 

9/11, terrorism has become an ongoing hot-button issue 

worldwide [8]. Due to the very nature of hazardous materials 

transport vehicles, once these vehicles are targeted by terrorism, 

they become a tool for destroying cities, governments, and 

societies [9]..  It is essential to examine the safety of hazardous 

material transportation regarding terrorism.  

Therefore, this paper focuses on how to avoid external 

hazards while transporting hazardous materials, such as 

terrorist activities from outside the vehicle or harassment of the 

driver inside the vehicle. We need to obtain a monitoring 

method to detect and alert the situation in a timely manner, 

which has been little addressed in previous studies. In the 

remainder of this paper, we review the research related to 

hazardous materials transportation security, and terrorist 

attacks, then present our desire to use computer vision methods 

to detect and warn of dangerous behavior, we summaries 

related work. Finally, we present future directions and 

perspectives based on a literature review. 
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2. Hazardous Material Transportation and Terrorist 

Attacks 

Past work and numerous cases have pointed out that 

hazardous materials make hazardous chemical transport 

vehicles an easy and attractive target for terrorism [9]. 

Terrorists have also used hazardous materials to attack critical 

public facilities because they are transported in cities and 

highways that are flammable, explosive, corrosive, toxic, or 

pose extreme danger to the population [10]. For example, the 

sarin gas incident in the Tokyo underground killed 13 people 

and injured approximately 6,300 [11]. Once these vehicles are 

targeted by terrorism, they will become a tool for destroying 

cities, governments, and societies, and the damage caused will 

be enormous. Therefore, there is an urgent need for viable 

solutions to avoid and anticipate such situations in advance. 

In the work [12], an innovative safety and security game 

model has been developed for the transport of hazardous 

materials on urban road networks (HTSG). This is a theoretical 

model - in the classical hazardous materials transport problem, 

game theory is used to find the optimal route. In the newly 

proposed approach, game theory is also used to obtain and 

analyze defense strategies against possible attacks, considering 

different risk scenarios urban road networks face. Secondly, the 

authors propose a new comprehensive risk index system to 

assess the risk level of each road that makes up the urban 

transport network and develop a labeling method called 'most 

critical' to classify the critical edges in four risk scenarios and 

then propose a mathematical model to analyze the 

consequences of the risk according to the different risk 

scenarios. The authors have validated the proposed model and 

methodology based on the existing road network in Beijing. It 

demonstrates how the proposal can help the government 

develop defensive attack strategies and allocate defense 

resources for safer transport of hazardous materials in the city. 

Furthermore, the solution method based on a zero-sum game 

theory model will help defenders (e.g., government entities 

responsible for urban safety) to identify vulnerable roads 

(streets, highways, etc.) and the types of risks they face, build 

risk-reducing defense strategies, and allocate resources for the 

defense of these vulnerable points under different risk 

scenarios. 

The work [13] proposed use of dynamic geographic events 

allows the immediate location of terrorist attacks on a 

geographically aligned map with the possibility of dynamically 

evolving scenarios and the number of people involved. 

Dynamic techniques are created using the resulting simulation 

code and the output of GIS software. 

3. Detecting Terrorist Attacks Using Computer Vision 

Techniques  

Previous work summarized above is based on theoretical 

analysis, which relies on a large number of assumptions. 

However, a system that can be used in real life is far from being 

able to apply the theoretical framework described above to 

solve the problem. Here, we show for the first time that a 

computer vision approach can be used to detect terrorist attacks 

on hazardous chemical vehicles. 

Recent advances in machine vision technologies have 

enabled many possibilities in realm of transportation safety, 

techniques including lane-detection/segmentation [14], [15] 

and semantic segmentation [16]–[18] have been widely 

introduced and developed, as well as the recognition and 

classification tasks [19]–[22], and is used for monitoring and 

even autonomous driving. In this paper, we exploit machine 

vision techniques in behavior analysis, by monitoring the 

behavior for people that are in or near the vehicle.  

In the past, some work has demonstrated in-house detection 

of harassment or assault by drivers, including bus drivers and 

taxi drivers, and detecting this type of behavior can prevent this 

from happening. For example, [23] has designed an algorithm 

that identifies the captured image, extracts the region of interest 

from the screen area, and then matches it in an existing 

database. If a match exists, it proceeds to the tracking and 

monitoring phase. Next, the identified areas of interest are 

tracked to detect aggressive movements (based on movement 

trajectories, etc.). The system proposed in [24] is also divided 

into two parts: recognition as well as tracking. The face 

recognition algorithm extracts the face part of the image, then 

tracks the object in motion in the image based on a series of 

images in the video, and then determines the current action 

performed by the object and the events occurring in the vehicle 

based on the tracked movements. 

Some work elaborates on anomalous behavior obtained from 

external ingestion, mainly deviant behavior containing 

aggression, and [25] provides an algorithm for detecting 

dangerous/deviant behavior near ATMs that can be extended to 

driving systems. The training video is first used to form a model 

database through a number of pre-processing (RSS) and feature 

extraction (using HOG) operations, after which the same 

process is used to extract features from the test image, and then 

the extracted features are matched in the model database and 

classified (the three methods mentioned on the left) to complete 

the action/event recognition. And [26] provides a behavior 

detection pipeline, which starts with a detection part, using a 

pre-trained YOLO model for pedestrian detection. If a 

pedestrian is detected (the IOU setting guarantees only one 

detection), the next step is performed. The next step is to 

eliminate the perspective effect caused by the camera through a 

geometric transformation and then obtain the target's center 

position. The movement of the center position is used to 

determine the type of trajectory and the speed of motion, and 

thus the current behavior of the target, compared to the pre-

defined dangerous behavior. This allows us to identify whether 

the attack is hazardous or not. 

4. Conclusions and Discussions 

This paper suggests that harassment or assault against drivers 

is one of the potential risk factors affecting the safety of 

hazardous materials transport, considering the specificity of 

hazardous materials transport itself. The paper suggests that, in 

addition to using a theoretical framework to assess risk levels, 

it is possible to make direct use of the already installed in-

vehicle and external cameras, equipped with the function of 
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detecting abnormal risk behavior, to help improve the safety of 

hazardous materials transport and avoid safety incidents due to 

terrorist attacks or harassment of drivers. Machine vision and 

machine learning tools are instrumental in such scenarios. It is 

worth pointing out that action recognition and behavior 

recognition has been a long-standing topic in the field of 

computer vision [27]. In the future, the development of 

algorithms for this category will require the development of 

lighter and more instantaneous algorithms with better 

robustness and generalizability to be able to use the algorithms 

in a wider range of scenarios. 

It is worth noting that detection of the external environment 

can also serve to build safety in cities. For example, [28] 

proposes that areas of potential danger can be monitored on a 

large scale utilizing edge computing, with final detection 

carried out by a central system with high computing power. 

Every hazardous vehicle running on the road itself already 

comes with its own camera in accordance with regulatory 

requirements, and using these edge terminals for computing, it 

is also possible to be informed of the safety situation in different 

areas of the city on a dynamic basis, which would benefit a 

wider group of people. 
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