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Abstract: Advanced Encryption Standard (AES) is a type of
data encryption. It is one of the most widely used encryption
method and implemented in both software and hardware. On a
field programmable gate array, this cryptographic technique is
implemented (FPGA). The suggested design consists of five
operating blocks and employs an 8-bit data channel. For the
storage of plain text, keys, and intermediate data, we employ two
types of registers: Key-Register and State-Register. Shift-Rows are
insert-ed within the State-Register Mix-Columns to save space.
They are constructed with four internal registers that take and
return 8-bits. Optimized for sharing for the key expansion and
encryption phases, sub-bytes are assigned. To reduce power
consumption, we implement the clock gating technique in the
design. This paper presents an Image Cryptography based 128-bit
AES design. The Design will be implemented on FPGA XC3S 200
TQ-144 kit using Verilog HDL as programming language and its
design is simulated by Modelsim 6.4 c. The synthesis process is
done through Xilinx tool.

Keywords: Cryptography, key register, State-Register clock
gating technique.

1. Introduction

Cryptography, is also known as encryption. It is the method
of creating and using of cipher to protect the data while
transmitting to a particular receiver from reading or using the
information. cryptosystem is used to encode the information.
Receiver can only view the encrypted information if he/she has
corrected key and correct algorithm. The algorithm is primarily
used while communicating important messages or important
images. This procedure applies a key and suggested algorithm
to a text document. The document is illegible in crypto-text
until the recipient gets a key that can decrypt the cypher text.
The encryption method submitted by Belgian cryptographers
Joan Daeman and Vincent Rijmen was chosen by a unanimous
vote. The method suggested by Joan Daeman and Vincent
Rijmen was given the moniker Pipelined (taken from their
names). After it was adopted, the encryption algorithm was
given the name AES.

An AES encryption algorithm uses multiple rounds of
encryption and an encryption key. Block ciphers are encryption
algorithms that work on a single block of data. AES encryption
uses a 128-bit block size. The term "rounds" refers to an
encryption technique that combines data before re-encrypting it
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up to ten times. The length of the key determines how many
times it may be encrypted. The AES algorithm encrypts data
with a single key. 128-bit (16-byte), 192-bit (24-byte), or 256-
bit keys are available (32 bytes). The usage of a 128-bit key is
referred to as 128-bit encryption. Cipher keys are used in both
encryption and decryption in AES. The symmetric encryption
algorithm is the name given to this procedure. Asymmetric
encryption techniques employ two keys: a public key and a
private key. Encryption keys are data strings that are binary in
nature and are used to encrypt data. The encryption key is the
same for encrypting and decrypting data. The key is generated
by software. A pass phrase is used to create a key. We will never
utilise a pass phrase alone as a key in a decent encryption
scheme.

2. Literature Survey

A. Survey Paper 1

Karim Shahbazi and Seok-Bum Ko published a paper “Area-
Efficient Nano-AES Implementation for Internet-of-Things
Devices” In which They had found that end-to-end security is
vital for the devices which is connected to the loT. They
demonstrated a lightweight enhanced encryption standard
based on an FPGA-implemented more secure cryptography
algorithm. They suggested a five-block design with an 8-bit
data route. For data storage, two register banks are defined, one
for Key Register and the other for State Register.

3. Proposed Methodology

The Model consists of two phases:
1) Encryption:
e  First the input image will be converted into plain text
by using matlab functions.
e Then the input plain text is encrypted using AES
algorithm.
e The encrypted text is called cipher text.
2) Decryption
e  The cipher text is decrypted using AES algorithm.
e After decryption cipher text is back to plain text.
e The plain text is converted to image using matlab
function.
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Fig. 1. Proposed system architecture

4. Requirements

A. Software Requirements

e MATLAB
e Modalism
e Xilinx ISE

B. Hardware Requirements
e Spartan 3XE 3S

5. Implementation

o To simplify the logic, the Shift Rows are contained into the
State Register.

e The optimised Sub-Bytes block will be used in both the key
expansion and encryption phases.

e Creating an 8-bit block for Mix Columns operation with an
8-bit input and output structure that is equivalent to an 8-bit
data channel. The Add Round Key action comes after the
Mix Columns procedure. Byte-by-byte, the results are sent
to Add Round Key.

e The clock-gating approach is applied to the key register to
lower the system's power consumption.

e Clock gating is a semiconductor dynamic power reduction
approach.

e Switching activity is decreased by applying the clock gating
approach, which decreases functional blocks in the idle state
and dynamic power in the operating state.

e Our modified Adaptive Clock Gating technique can
automatically enable or disable the clock.
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Fig. 2. Proposed algorithm
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6. System Outcomes

The proposed system includes three steps i.e., grey scale
conversion, Encryption, decryption.
1) Grey scale conversion
o  Firstthe input image will be converted into grey image
by using matlab functions.
e Below shows the figure of color image converted into
grey scale image.

Fig. 4. Image converted from color to grey images

2) Encryption
Then the grey image is encrypted using AES algorithm.

»

Fig. 5. Encryption of grey image

3) Decryption
The cipher text is decrypted using AES algorithm.
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Fig. 6. Decryption

Advantages:
e |t consumes Less power.
e It consumes Less energy and has high-throughput
hardware by providing multiple levels.
e It has High security with Best Attack Prevention
scheme.
Future enhancement:
e It can withstand against hacking attempts because it
has higher length key sizes (128 bits).
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e Since AES has initial permission secured, it remains
highly accessible for both the private and public
sectors.

7. Conclusion

The Nano AES algorithm is a symmetric encryption that is
safe. It provides a high level of security and is utilized in a broad
variety of applications and networks. The goal of building a
lightweight AES architecture is to decrease the amount of logic
required. The State-Register was used for the Shift-Rows
procedure. The design includes an optimised Sub-Bytes phase
that is shared with encryption and key expansion. We also
created a block for mixing columns with 8-bit input and output.
To save space and electricity, the clock gating approach was
applied. On the Virtex 5 xcVLX330T FF1738 -2 board, this
resulted in a 30% decrease in area.
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