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Abstract: Most of theft detection issues are observed in multiple
areas. So, this system is proposed to detect the electricity theft, in
which reading of electric meter through images are used and
preprocessing done with the help of OCR and XGhoost. User’s
monthly electric meter is captured in the camera and stored into
the dataset. Upon successful completion of comparison between
the meter unit values and its monthly meter average if we get
difference between them then theft is detected. The values which
actually goes under computation are trained and the results are
displayed over the screen.

Keywords: OCR (Optical Character Recognition), Machine
Learning, Smart grid meter.

1. Introduction

Stealing electrical power is a criminal practice called as
electricity theft. The theft can be detected by reading the electric
meter’s recording, counting, and performing manual analysis
and calculation. Theft can be done by neighbour, landlord,
family member or anyone. Electricity theft increases the cost of
electricity and it also creates the risks. Tampering the meter is
one of the common types of electricity theft it can be occurred
when violator interfered into internal mechanism of electric
meter. Electrical theft is a third largest form of theft in normal
lives. Nowadays efficient human-computer interaction has
gained a lot of importance in developing solutions to real world
problems and intelligent computing. Machine Learning plays a
very important role in this theft detection. Popular algorithms
to detect the electricity theft are XGboost and Optical character
recognition (OCR).

2. Literature Review

[1] In the ZigBee based Monitoring theft detection and
automatic electricity meter reading, we have observed it
requires a large amount of man power and is the time energy
consumption. To overcome the limitations of this system,
proposal of a prototype module which includes advanced
wireless technology.

[2] Theft detection in AMI Networks, the author used the
DNN algorithm, which is the part of deep learning. DNN
algorithm consist of many fully connected layers, that layers
produce the final output.

[3] Theft detection in AMI network with random tuning of
hyper parameters the theft prediction is done using RNN i.e.,
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Recurrent Neural Network. It takes the sequential data as a
input to produce the better result.

[4] In the cost-effective electricity theft detection based on
loT, the Arduino MKR thousand micro controller board is
employed as a by function element, to co-ordinate the activity
of the system and to connect the system to the Wi-Fi network.
And to detect the sensitive part of the meter passive infrared
sensor is used.

[5] Theft detection with intelligent agent meter based on
IEM, which provides power quality, and also control billing
system and power theft. Here, Arduino and Raspberry pi is used
for validating IEM.

[6] GSM prepared electricity system consist PIC software,
which is used as a programming controller. Serial ports are used
to send the data to user energy meter.

[7] In Theft detection with smart meter data, temperature
dependent predictive model is proposed which uses smart meter
data from distribution transformer to detect electricity theft.
This model was tested for varying amount of power thefts.

3. Proposed System

A. Problem Definition

In a distribution system power theft is a non-technical loss,
this power theft is a crime. It is against to the rule of electricity
authority. Due to power theft the appropriate bills are not read
by the meter readings and electricity authority cannot take the
actual charges of electricity usage. There is no any automatic
system is built for a power theft detection and manually, it is
not possible so that this system is proposed for the detection of
the theft.

B. System Architecture

The proposed system is used to detect electricity theft with
the help of optical character recognition (OCR) algorithm. For
this system, we required one dataset which contains images of
the meter. For the storage of login credentials, we have used one
database called as SQL.ite. SQLite is a C language library which
implements small, fast high reliable, SQL reliable, SQL
database engine. It is built into most of phones and computers.
SQL.ite file format is cross platform and stable. This proposed
system also required one dataset which contains images of
electric meters.
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Fig. 1. The system architecture of theft detection

The images of meter are given to the system as an input.
Initially we are providing some credential to handle user’s
account. We are taking users data at the time of registration and
after successful login, we can select meter image from the given
dataset and perform OCR algorithm to read meters unit and
convert it into a text unit. For the prediction of actual result, we
have calculated average of monthly meter values and after that
comparing this result with meter units we are predicting if there
is theft occurred or not.

C. Algorithms Used
1) OCR (Optical Character Recognition)

OCR algorithm analyzed printed or handwritten documents
and converts it into the text format. Basically, it converts
images of documents captured by camera into a readable,
editable format. Below are the steps to implement OCR
algorithm,

1. Image acquisition: This is a first step. Here, Images of
paper document are acquired with the help of optical
scanner. Most of paper documents are in the coloured
of black and white. So, OCR helps to recognize it.

2. Pre-processing: To make a raw data as a usable to
computers is done by pre-processing. Optimization of
noisy level of image can be done and outside text area
is also removed.

3. Segmentation: It is a process of grouping character
into meaningful chunks.

4. Feature extraction: It is used to splitting the input data
into a set of features.

5. Training a neural network: When all the features get
extracted, they are fetched to a neural network to train
and then it will recognize the characters.

6. Post-processing: This a refinement stage of OCR
model. Post-processing is done manually and it is the
last step in the algorithm.

2) XgBoost

Generally known as Extreme Gradient Boosting algorithm is
one of most widely used in account of efficiency and
performance. The algorithm itself has the parallel execution
pattern which makes it somewhat different from other boosting
algorithms. For the sake of accuracy and relevant results, the
system which we have designed basically uses the XGBoost as
for the prediction.

4. Results

The below snapshots define the working of the system. The
performance is stated below.,
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o Images are separate for every individual and initialization is
done by choosing the image from the dataset which is of the
individual’s meter image.

e The uploaded Image gets pre-processed and Units is
detected using OCR.

e The check does the summation and calculates the average.

o Prediction consists of XgBoost method. In which, it actually
trains the values and perform the operation and predict the
theft.

e Below in the fig. 2, theft is detected and it also displays the
amount of theft it has detected.

e Looking at the fig. 3, the system tells the consumption is
genuine.

Average Units
500.0

Fig. 3. Genuine consumption is detected

5. Conclusion

In the proposed system detects the electricity theft with the
help of machine learning methods. It also helps to electricity
utilities to detect electricity theft and they will not bare loss.
This is important application of this project. Theft issues might
be disastrous on every aspect. While working with OCR and
after its implementation here, we came across the advance
feature and effectiveness of it. XG-boost which actually
enhances our system, leads out the better result for the
execution.

6. Future Work

In future work, we are going to design android application.
As well as we can add one more facility like alerting the user
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immediately whenever theft is occurred. The system itself has
the limit such as not having constant view, somewhat issue in
predicting results. So, this system can be enhanced and upgrade
or new creation is a great option.
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