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Abstract: Data as a Service (DaaS) builds on service-oriented 

technologies to enable fast access to data resources on the Web. 

However, this paradigm raises several new privacy concerns that 

traditional privacy models do not handle. In addition, DaaS 

composition may reveal privacy-sensitive information. In this 

paper, I am proposing a formal privacy model in order to extend 

DaaS descriptions with privacy capabilities. The privacy model 

allows a service to define a privacy policy and a set of privacy 

requirements. I am also proposing a privacy-preserving DaaS 

composition approach allowing to verify the compatibility between 

privacy requirements and policies in DaaS composition. I was 

proposing a negotiation mechanism that makes it possible to 

dynamically reconcile the privacy capabilities of services when 

incompatibilities arise in a composition. I validate the applicability 

of my proposal through a prototype implementation and a set of 

experiments. 
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1. Introduction 

Web services have recently emerged as a popular medium for 

data publishing and sharing on the Web. Modern enterprises 

across all spectra are moving towards a service-oriented 

architecture by putting their databases behind Web services, 

thereby providing a well-documented, platform independent 

and interoperable method of interacting with their data. This 

new type of services is known as DaaS (Data-as-a-Service) 

services, where services correspond to calls over the data 

sources. DaaS sits between services-based applications (i.e. 

SOA-based business process) and an enterprise’s 

heterogeneous data sources. They shield applications 

developers from having to directly interact with the various data 

sources that give access to business objects, thus enabling them 

to focus on the business logic only. While individual services 

may provide interesting information/functionality alone, in 

most cases, users’ queries require the combination of several 

Web services through service composition. In spite of the large 

body of research devoted to service composition over the last 

years, service composition remains a challenging task in 

particular regarding privacy. In a nutshell, privacy is the right 

of an entity to determine when, how, and to what extent it will 

release private information. Privacy relates to numerous  

 

domains of life and has raised particular concerns in the medical 

field, where personal data, increasingly being released for 

research, can be or have been, subject to several abuses, 

compromising the privacy of individuals. 

2. Background 

The approach presented in this paper is implemented as a part 

of which deals with the privacy preservation issue in P2P data 

sharing environments, particularly in epidemiological research 

where the need of data sharing is apparent for making better a 

health environment of people. To support the decision process, 

epidemiological researchers should consider multiple data 

sources such as the patient data, his social conditions, the 

geographical factors, etc. The data sources are provided by 

DaaS services and are organized with peers. DaaS services 

differ from traditional Web services, in that they are stateless; 

i.e., they only provide information about the current state of the 

world but do not change that state. When such a service is 

executed, it accepts from a user an input data of a specified 

format ‘‘typed data’’ and returns back to the user some 

information as an output. DaaS services are modeled by RDF 

views. With most programming languages, you either compile 

or interpret a program so that you can run it on your computer. 

The Java programming language is unusual in that a program is 

both compiled and interpreted. With the compiler, first you 

translate a program into an intermediate language called Java 

byte codes the platform-independent codes interpreted by the 

interpreter on the Java platform. The interpreter parses and runs 

each Java byte code instruction on the computer. Compilation 

happens just once; interpretation occurs each time the program 

is executed. The following figure illustrates how this works.  

Despite important regulatory and technical efforts aimed at 

preserving privacy, privacy leakage incidents on the Web 

continue to make the headlines. We present a formal model for 

preserving privacy in Web services. We define a Web service- 

aware privacy model that deals with the privacy of input data, 

output data, and operation usage. We introduce a matching 

protocol that caters for partial and total privacy compatibility. 

We propose also a negotiation model to reconcile services' 

privacy in case of incompatibility. 
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3. Proposed System 

Web service composition enables seamless and dynamic 

integration of business applications on the web. The 

performance of the composed application is determined by the 

performance of the involved web services. Therefore, non-

functional, quality of service aspects is crucial for selecting the 

web services to take part in the composition. Identifying the 

best candidate web services from a set of functionally-

equivalent services is a multi-criteria decision making problem. 

The selected services should optimize the overall QoS of the 

composed application, while satisfying all the constraints 

specified by the client on individual QoS parameters. In this 

paper, we propose an approach based on the notion of skyline 

to effectively and efficiently select services for composition, 

reducing the number of candidate services to be considered. We 

also discuss how a provider can improve its service to become 

more competitive and increase its potential of being included in 

composite applications. We evaluate our approach 

experimentally using both real and synthetically generated 

datasets. 

 

 
Fig. 1.  Java programing language 

 

This present disclosure relates to the novel work carried for 

implementation of a Hidden Owner Identity mechanism for 

securely storing file on storage server. Moreover, it relates to 

unique, efficient and secure method for storing a file on any 

type of storage server either local or cloud-based server.  

Furthermore, present disclosure relates to computer program 

product consisting of computer -readable instructions stored on 

computer -readable storage media. These instructions being 

executed by computing system consisting of processing 

hardware to execute programs. File storage server is a server 

which stores various types of critical user data files and privacy 

-sensitive information using file systems therefore they are 

main targets for various types of security attacks. 

4. Implementation 

With most programming languages, you either compile or 

interpret a program so that you can run it on your computer. The 

Java programming language is unusual in that a program is both 

compiled and interpreted. With the compiler, first you translate 

a program into an intermediate language called Java byte codes 

the platform-independent codes interpreted by the interpreter on 

the Java platform. The interpreter parses and runs each Java 

byte code instruction on the computer. Compilation happens 

just once; interpretation occurs each time the program is 

executed. The following figure illustrates how this works of 

client to start file processing over the developed environment. 

After getting all the credentials for file processing client is allow 

to start working over the environment. Client select a file to be 

uploaded and generate a secure key to make a request to upload 

a file into the available cloud. The next step calls the Encryption 

and splitting API’s to perform the secure distribution of file 

over the cloud.  The timeline process call also be called in 

reverse to get file receive request made satisfaction of the client.   

  

 
Fig. 2.  Web services 

 

The Java Programming Language: 

 The Java programming language is a high-level language 

that can be characterized by all of the following buzzwords: 

 Simple 

 Architecture neutral 

 Object oriented 

 Portable 

 Distributed  

 High performance 

 Interpreted  

 Multithreaded 

 Robust 

 Dynamic 

 Secure  

5. Conclusion 

 In this project, we proposed a dynamic privacy model for 

Web services. The model deals with privacy at the data and 

operation levels. We also proposed a negotiation approach to 

tackle the incompatibilities between privacy policies and 

requirements. Although privacy cannot be carelessly negotiated 

as typical data, it is still possible to negotiate a part of privacy 

policy for specific purposes. In any case, privacy policies 

always reflect the usage of private data as specified or agreed 

upon by service providers. As a future work, we aim at 

designing techniques for protecting the composition results 

from privacy attacks before the final result is returned by the 

mediator. 
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